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DETAILED ACTION 
Remarks 

1. In response to communications files on 30-june-2004, claims 2, 17-18, 20, 27-28, 
30, and 34 are cancelled; the specification of the disclosure, and claims 1, 3-5, 8, 
19, and 29 are amended per applicant's request. Therefore, claims 1, 3-16, 19, 
21-26, 29, and 31-33 are presently pending in the application. 



Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 



3. Claims 10 and 33 are rejected under 35 U.S.C. 112, second paragraph, because 
of the following informalities: claim 10 is dependent on a cancelled claim 2 and 
claim 33 is dependent on a cancelled claim 30. Appropriate correction is 
required. 



Claim Rejections - 35 USC § 103 



4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 



obviousness rejections set forth in this Office action: 



(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1 , 3-6, 9, 11, 19, 21-22, 29, and 31-32 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Seheidt et al . (U.S. patent 5,787,173) in view 
of Masters (U.S. patent 5,812,072). 

As to claim 1 , Seheidt et al . teaches a cryptography method (see 
abstract), comprising: 

determining information to be encrypted (see column 1, lines 12-15; 
column 1, lines 45-51). 

Seheidt et al . does not teach encrypting the information using a non-trivial 
ci-quasigroup to encode the information. 

Masters teaches data conversion technique (see abstract), in which he 
teaches encrypting the information using a non-trivial ci-quasigroup to encode 
the information (see column 3, lines 1 1-52; column 31 , lines 49-54; column 34, 
lines 4-10; column 37, lines 33-35; and column 43, lines 48-52). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. , 
to include encrypting the information using a non-trivial ci-quasigroup to encode 
the information. 

It would have been obvious to a person having ordinary skill in the art at the time 
the invention was made to have modified Seheidt et al. by the teaching of 
Masters, because encrypting the information using a non-trivial ci-quasigroup to 
encode the information, would enable the cryptography method since the non- 
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trivial ci-quasigroup excludes the use of groups, the quasigroup that are not 
groups are more efficient and more secure than those based on group. The 
result of the message would be more difficult to decode by unauthorized receiver. 

As to claim 3, Seheidt et al. as modified teaches a method further 
comprising decoding sing the crossed-inverse function of the ci-quasigroup (see 
Master , column 3, lines 53-67 and column 4, lines 1-14). 

As to claim 4, Seheidt et al . as modified teaches wherein the encrypting 
comprises carrying out a first encryption to get a first result, then carrying out a 
second encryption using the first result, and encryption can be iterated an 
arbitrary number of times (see Seheidt et aL column 9, lines 32-39). 

As to claim 5, Seheidt et al. as modified teaches a method further 
comprising defining a rule indicative of the quasigroup (see Masters , column 3, 
lines 3-67; column 31, lines 49-54; column 34, lines 4-10; column 37, lines 33-35; 
and column 43, lines 48-52). 

As to claim 6, Seheidt et al. as modified teaches a method further 
comprising defining a rule indicative of the crossed inverse of the quasigroup 
(see Masters , column 3, lines 3-67; column 31 , lines 49-54; column 34, lines 4- 
10; column 37, lines 33-35; and column 43, lines 48-52). 
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As to claim 9, Seheidt et al. as modified teaches a method further 
comprising 

distributing information indicative of the quasigroup as a public key, and keeping 
secret the crossed inverse quasigroup (see Seheidt et aL column 3, lines 4-31). 

As to claim 1 1 , Seheidt et al . as modified teaches wherein the first and 
second 

encryption form iterative encipherment (see Seheidt et al., column 9, lines 32- 

39). . 

As to claim 19, Seheidt et al. teaches a cryptography method, comprising: 

determining information to be encrypted (see column 1, lines 12-15; 
column 1, lines 45-51). 

Seheidt et al. does not teach encrypting the information using a crossed- 
inverse quasigroup. 

Masters teaches data conversion technique (see abstract), in which he 
teaches encrypting the information using a crossed-inverse quasigroup (see 
column 3, lines 1 1-52; column 31 , lines 49-54; column 34, lines 4-10; column 37, 
lines 33-35; and column 43, lines 48-52). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. . 
to include encrypting the information using a crossed-inverse quasigroup. 
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It would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to have modified Seheidt et al. by the teaching 
of Masters, because encrypting the information using a crossed-inverse 
quasigroup, would enable the cryptography method to know what information the 
user wants to be secure or the information that the user does not want to be seen 
by unauthorized person. 

As to claim 21 , Seheidt et al. as modified teaches a method further 
comprising decoding using a crossed inverse of the quasigroup (see Master 
column 3, lines 53-67 and column 4, lines 1-14). 

As to claim 22, Seheidt et al . as modified teaches wherein the encrypting 
comprises carrying out a first encryption to get a first result, then carrying out a 
second encryption using the first result (see Seheidt et al.. column 9, lines 32- 
39). 

As to claim 29, Seheidt et al. teaches an apparatus comprising a program 
stored on a computer readable media including instructions (see column 5, lines 
53-56) to: 

send the encrypted message (see column 3, lines 35-37). 
Seheidt et al. does not teach encrypt a message using information 
indicative of a crossed-inverse quasigroup representation; and 
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decrypt the message using information indicative of the same crossed- 
inverse quasigroup representation. 

Masters teaches data conversion technique (see abstract), in which he 
teaches encrypt a message using information indicative of a crossed-inverse 
quasigroup representation (see column 3, lines 11-52; column 31, lines 49-54; 
column 34, lines 4-10; column 37, lines 33-35; and column 43, lines 48-52); and 

decrypt the message using information indicative of the same crossed- 
inverse quasigroup representation (see column 3, lines 53-67 and column 4, 
lines 1-14). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to have modified Seheidt etal. . to 
include encrypt a message using information indicative of a crossed-inverse 
quasigroup representation; and 

decrypt the message using information indicative of the same crossed- 
inverse quasigroup representation. 

It would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to have modified Seheidt et al. by the teaching 
of Masters, because encrypt a message using information indicative of a 
crossed-inverse quasigroup representation; and 

decrypt the message using information indicative of the same crossed- 
inverse quasigroup representation, would enable the cryptography method since 
the non-trivial ci-quasigroup excludes the use of groups, the quasigroup that are 
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not groups are more efficient and more secure than those based on group. The 
result of the message would be more difficult to decode by unauthorized receiver. 

As to claim 31 , Seheidt et al. as modified teaches wherein the arithmetic is 
one which is based on a multiplication table which is expressed as a rule (see 
Masters , figure 5). 

As to claim 32, Seheidt et al. as modified teaches an apparatus further 
comprising adding a random seed to the arithmetic (see Masters , column 1 1 , 
lines 28-32). 

6. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Seheidt et 
aL (U.S. patent 5,787,173) in view of Masters (U.S. patent 5,812,072) as applied 
in claims 1, 3-6, 9, 11, 19, 21-22, 29, and 31-32 above, and further in view of 
Schweitzer et al . (U.S. patent 5,850,450). 

As to claim 7, Seheidt et al. '173 as modified still does not teach a method 
further comprising carrying out a second encrypting using the arithmetic, and 
wherein a result of the second arithmetic is encrypted exponentially more than a 
result of the first arithmetic. 

Schweitzer et al .. teaches method and apparatus for encryption key 
creation (see abstract), in which he teaches a method further comprising carrying 
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out a second encrypting using the arithmetic, and wherein a result of the second 
arithmetic is encrypted exponentially more than a result of the first arithmetic (see 
column 5, lines 49-61). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. 
'173 , as modified to include a method further comprising carrying out a second 
encrypting using the arithmetic, and wherein a result of the second arithmetic is 
encrypted exponentially more than a result of the first arithmetic. 

It would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to have modified Seheidt et al. '173 as 
modified by the teaching of Schweitzer et al., because a method further 
comprising carrying out a second encrypting using the arithmetic, and wherein a 
result of the second arithmetic is encrypted exponentially more than a result of the 
first arithmetic, would enable the cryptography method since exponentiation 
calculation, according to other characteristics and advantages, speed up the time 
required for performing a encryption. 

7. Claims 8 and 14-16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Seheidt et al . (U.S. patent 5,787,173) in view of Masters (U.S. patent 
5,812,072) as applied in claims 1, 3-6, 9, 11, 19, 21-22, 29, and 31-32 above, 
and further in view of in view of Seheidt et al . (U.S. patent 6,266,417). 
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As to claim 8, Seheidt et al. '173 as modified still does not teach wherein 
the encrypting comprises using a non trivial a non-group crossed inverse 
quasigroup to encode. 

Seheidt et al. '417 , teaches cryptographic communication process and 
apparatus (see abstract), in which he teaches wherein the encrypting comprises 
using a non trivial a non-group crossed inverse quasigroup to encode (see 
column 2, lines 46-53). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to have modified Seheidt et al. '173 , 
as modified to include wherein the encrypting comprises using a non trivial a 
non-group crossed inverse quasigroup to encode. 

It would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to have modified Seheidt et al. '173 as 
modified, by the teaching of Scheldt et al. '417, because wherein the encrypting 
comprises using a non trivial a non-group crossed inverse quasigroup to encode, 
would enable the cryptography method since the non-trivial ci-quasigroup 
excludes the use of groups, the quasigroup that are not groups are more efficient 
and more secure than those based on group. The result of the message would 
be more difficult to decode by unauthorized receiver. 



As to claim 14, Seheidt et al. '173 as modified still does not teach wherein 
the encrypting is carried out using block ciphers. 
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Scheidt et al. '417 . teaches cryptographic communication process and 
apparatus (see abstract), in which he teaches wherein the encrypting is carried 
out using block ciphers (see column 9, lines 23-25). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. 
'173 , as modified to include wherein the encrypting is carried out using block 
ciphers. 

It would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to have modified Seheidt et al. '173 as modified 
by the teaching of Scheidt et al. '41 7 f because wherein the encrypting is 
carried out using block ciphers, would enable the cryptography method because; 
the security of the block cipher mode is based on the security of the text/key 
relation and the cryptanalytic resistant mixing properties of an iterated non-linear 
feedback function. The text/key relation is a symbol permutation consisting of the 
product of N randomly selected permutations, which are selected from a set of M 
permutations, which in turn are selected from the full set of W! permutations on W 
elements. The N permutations change according to a deterministic, but unknown, 
rule with each application of the function. Thus, even if the same symbol were 
presented to, the text/key relation at two different rounds within the processing of a 
single block, the permutation applied to that symbol would be the same only with 
a probability of 1/W. This maximizes the uncertainty across the total number of 
rounds of the block cipher (see Scheidt et al. '417. column 9, lines 28-42). 
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As to claim 15, Seheidt et al. '173 as modified teaches wherein the block 
cipher are defined by a function (see Seheidt et al. '417 , column 9, lines 28-31). 

As to claim 16, Seheidt et al. '173 as modified teaches wherein the block 
ciphers are formed using cross inversed quasigroups, used according to C =f (M, 
K) for the encryption and M=finv (C,K) for the decryption (see Seheidt et al. '417 , 
column 8, lines 50-56; column 9, lines 16-27). 

8. Claims 10 and 12-13 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Seheidt et al. (U.S. patent 5,787,173) in view of Masters (U.S. patent 
5,812,072) as applied in claims 1,3-6, 9, 11, 19, 21-22, 29, and 31-32 above, 
and further in view of Hellman et al . (U.S. patent 4,424,414). 

As to claim 10, Seheidt et al. as modified still, does not teach wherein the 
quasigroup is formed by an n by n square, where n is greater than 10 10 . 

Hellman et al ., teaches exponentiation cryptographic apparatus and 
method (see abstract), in which he teaches wherein the quasigroup is formed by 
an n by n square, where n is greater than 10 10 (see column 6, lines 19-24). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. . 
as modified, to include wherein the quasigroup is formed by an n by n square, 
where n is greater than 10 10 . 
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It would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to have modified Seheidt et al. as 
modified, by the teaching of Hellman et al., because wherein the quasigroup is 
formed by an n by n square, where n is greater than 10 10 , would enable the 
cryptography method because the quasigroup is a set of objects with a 
multiplication table described by a latin square of size n x n and if n is smallest of 
10 10 the radio of the quasigroup will be infinity. 

As to claim 12, Seheidt et al. as modified still does not teach wherein the 
first interiation is carried out in a different direction than the first encryption. 

Hellman et al . f teaches exponentiation cryptographic apparatus and 
method (see abstract), in which he teaches wherein the first interiation is carried 
out in a different direction than the first encryption (see column 4, lines 53-64). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. . 
as modified to include wherein the first interiation is carried out in a different 
direction than the first encryption. 

It would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to have modified Seheidt et al. as modified by 
the teaching of Hellman et al.. because wherein the first interiation is carried out 
in a different direction than the first encryption, would enable the cryptography 
method to make on the second encryption, the inverse- quasigroup. 
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As to claim 13, Seheidt et al. as modified teaches wherein the first 
direction is left to right and the second direction is right to left (see Hellman et al. . 
column 4, lines 62-64). 

9. Claims 23-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Seheidt et al. (U.S. patent 5,787,173) in view of Anshel et al. (U.S. patent 
5,440,640). 

As to claim 23, Seheidt et al. teaches a cryptography method comprising 
encrypting information using an arithmetic with an algebraic structure (see 
column 4, lines 55-67). 

Seheidt et al. does not teach the algebraic structure being a nongroup, 
nonfield structure. 

Anshel et al .. teaches multistream encryption system for secure 
communication (see abstract), in which he teaches the algebraic structure being 
a nongroup, nonfield structure (see abstract). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to have modified Seheidt et al. . to 
include the algebraic structure being a nongroup, nonfield structure. 

It would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to have modified Seheidt et al. by the teaching 
of Anshel et al.. because the algebraic structure being a nongroup, nonfield structure, 
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would enable the cryptography method because the basic of encrypting require a non 
group algorithm, because is used has a key for encrypt the message. 

As to claim 24, Seheidt et al. as modified teaches wherein the algebraic 
structure is not associative (see Seheidt et al. , column 4, lines 57-60). 

As to claim 25, Seheidt et al. as modified teaches wherein the algebraic 
structure is not commutative (see Seheidt et al.. column 4, lines 57-60). 

As to claim 26, Seheidt et al. as modified teaches the algebraic 
structure is not commutative (see Seheidt et al. , column 4, lines 57-60). 

10. Claim 33 is rejected under 35 U.S.C. 103(a) as being unpatentable over Seheidt 
etal. (U.S. patent 5,787,173) in view of Masters (U.S. patent 5,812,072) as 
applied in claims 1,3-6, 9, 11, 19, 21-22, 29, and 31-32 above, and further in 
view of Hellman et al . (U.S. patent 4,218,582). 

As to claim 33, Seheidt et al. as modified, does not teach an apparatus 
further comprising using an additional encryption to provide an effective key size 
of x 2 of the original encryption. 

Hellman et al., teaches exponentiation cryptographic apparatus and 
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method (see abstract), in which he teaches an apparatus further comprising 
using an additional encryption to provide an effective key size of x 2 of the original 
encryption (see column 10, lines 61-64). 

Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have modified Seheidt et al. 
'17 . as modified, to include an apparatus further comprising using an additional 
encryption to provide an effective key size of x 2 of the original encryption. 

It would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to have modified Seheidt et al. as 
modified, by the teaching of Hellman et al., because an apparatus further 
comprising using an additional encryption to provide an effective key size of x 2 of 
the original encryption, would enable the method to have space to the second 
encryption because is n x n (latin square) that duplicate the number. 

Response to Arguments 

1 1 .Applicant's arguments filed 30-June-2004 with respect to the rejected claims in 
view of the cited references have been fully considered but they are not found 
persuasive: 

In response to applicants' arguments that Seheidt "teaches nothing about 
a crossed-inverse quasigroup", the arguments have been fully considered but are 
not deemed persuasive, because Masters teaches encryption and decryption 
using arithmetic methods, (see Masters , column 3, lines 3-67). 
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"A pair of relative prime integers can always be recovered from the 
decimal form of a rational number even when repeating digits are involved. For 
example x=.multidot.37. sup.. multidot. =.multidot.373737. . . multiplying both 
sides by 100 yields 100x=37.multidot.37.sup.multidot. =37+x that is 100x=37+x 
from which follows 99x=37 thus x=37/99", (see Masters , column 31 , lines 49-54). 

"It is here proposed to seek the representation of the non commutative 
properties of concatenation of uninterpreted symbols with objects derived from 
the commutative number systems. The strategy is to exploit the fact that the 
semigroup of endomorphisms of the direct product of commutative semigroups 
under composition is not in general commutative", (see Masters , column 34, lines 
4-10). 

In response to applicants 1 arguments that "the same table can be used 
both to encrypt the communication and to decrypt the communication", the 
arguments have been fully considered but are not deemed persuasive, because 
Masters teaches encryption and decryption on the table, (see Masters , figures 1- 
4). 



Application/Control Number: 09/576,598 
Art Unit: 2164 



Page 18 



Conclusion 



12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Belix M. Ortiz whose telephone number is 571- 
272-4081. The examiner can normally be reached on moday-friday 9am-5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Dov Popovici can be reached on 571-272-4083. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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SAM RIMELL 
PRIMARY EXAMINER 



